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Introduction 
National security agency (NSA) is one of the security agency in the United States of America, and it is under the department of defense. The director of national security intelligence controls the security agency organ. The primary duty of NSA is to ensure that global monitoring as well as processing of the information to be used in overseas intelligence purposes. As a law enforcement agency, there is a need to review the surveillance authority so that necessary information which is essential for keeping American people safe is collected as well as seeing to it that the security agency is taking all the measures required to ensure that people’s privacy is protected (George & Rishikof, 2017). There is a need for the agency to make as much information as possible to the public while at the same time be mindful of the essence of protecting the sources of that information, the approaches as well as national security. Therefore this essay provides an insight to structure reforms which can be instituted in the national security agency (NSA) such that there would be enhanced transparency, engagement in robust public discussion regarding the fundamental intelligence collection programs which are all undertaken by the national intelligence services. The reforms will be necessary for correcting the inaccuracies which have been spread by media (George & Rishikof, 2017). Therefore, the essay will provide the succinct description of the national security agency, what is the mission, oversight role, authorities and partnership all which need to be changed.

When developing this creative essay, I am informed by the report which was produced by the 11 member’s commission based on the al-Qa’ida attacks on the world trade centers as well as the Pentagon (Schoultz, 2014). The commission found that the government failed in the identification and connecting of many dots of information that would have otherwise covered the planning as well as the preparation of said attacks. For example, the national security agency lacked tools and or database which could have facilitated search to identify the connection and proceed to share the information with the Federal Bureau of Investigation (FBI) (George & Rishikof, 2017). So the there is need to develop various programs that address the structural challenges in the NSA such that the information dots should be connected to the entire intelligence community as well as strengthening coordination between overseas intelligence as well as the local legal enforcement organs. 

NSA Background

The national security agency is one of the components of the United States intelligence community. Its primary mandate is collecting as well as reporting intelligence for foreign intelligence as well as playing the counterintelligence roles. To execute its mandate, it engages with collection signals information which in literal meaning is the producing foreign intelligent via gathering, processing, data communication analysis which are either passed or accessed through radio, wireless networks, or through any other electromagnetic means. However, the intelligence activities of NSA are constrained by foreign intelligence services as well as for the counterintelligence reasons (Serafino, 2010). The agency function in a rapidly interconnected world in which a single adversary uses the same communication systems as that used by the United States. The challenge is finding and reporting foreign communications as well as ensuring that civil liberties and privacy are protected. This is important because a country cannot sacrifice civil liberty at the expenses of national security. However, the two must be coordinated effectively since they are integral to what American are as a country. Therefore, it is fundamental for the agency to continue disseminating its duties in ways which respect both aspects. However, that can only be achieved through a designed system which will be consistent with the controls as well as authorities. And at the same time allow for capabilities and capacity building which allow for collection, analysis as well as reporting the intelligence which is needed to preserve, and protects the national security as well as values of the American people.

The New Mission for National Security Agency

When reformed, the NSA mission will be offering help in the protection of the national security through provision of intelligence information to the policymakers as well as the military leaders as such information is highly essential for their work. The agency priorities must be driven by developed as well as validated intelligence requirements. This requirement must come from the president, the president’s national security team as well as their staff via the NSA priorities framework (Serafino, 2010). The agency derives its authority from the executive order as well as from the foreign intelligence surveillance act.

The national security agency is designed in different ways; it has some leadership hierarchy which means shows the leadership authority. At the top of the agency, leadership is the chief director of the agency, below him, there is director office. The director office has four other posts such as the deputy director, the deputy chief, chief of the staff as well as the executive director. All these leadership positions are in close operations and working coordination with the director of national intelligence. These positions are highly competitive, and people are seeking its appointment are vetted by the national congress as well as the senior security officers as well as people who have a good reputation in the country.

Below the directors are the information assurance posts, the signal intelligence directors, the cross boundaries unit as well as the technical and operation directors. All the mentioned directors report to the executive director, the chief of staff in the office of president, the deputy chief as well as the deputy direct (Serafino, 2010). Below the said technical, assistants, as well as the operational directors, are other positions which play a critical role in ensuring the interest of the states is directed. In such a case, there are high bureaucratic processes which should be minimized such that the information dot is closed

There are negative impacts of having lengthy bureaucratic procedures in national intelligence services. For example, according to the report of the 11 commission which was planned after the terrorist attacks in 2011. It was found that the dot or missing links in the release of the information was due to the increased amount of the misinformation and lack of coordination between the national security agency, the federal bureau of investigation as well as between the central intelligence agency (Serafino, 2010). Such dot in the information delayed in decision making and actions which were necessary to be taken could not be taken because, of poor coordination. To avoid such issues, there is a need to redesign the national security agency, both at the domestic level and at the international level.

Previously, or based on the status quo, the national security agency has five dominant directorates such as the operations directorate. The function of this office is to ensure it takes responsibilities of for managing the intelligence signal programs and relay or act as a liaison officer between the national security agency and other agency as well as other law enforcement agency. Another permanent or dominant directorate is the technology and systems directorate which means there is a significant improvement in the new technologies as well as programs which allow coordination between the different agencies within the country. 

The information systems security directorate is also a principal office which handles all the communication as well as information security issues. It feels the cybercrime threats which can interfere with the integrity of the national security agency (Serafino, 2010). Central to the body is the plans, the policy as well as the program directorate, the post mainly offers the support for national security agency staff as well as playing other critical leadership roles within the national security agency. The task forces mainly are involved in the development of the signal intelligence programs which make it possible for the agency to rely on communication to the other agencies. The plans also allow for data analysis and communication correspondence. At the core of the national security, the agency is the support service directorate which has the primary role as providing services such as logistical as well as the official event. It is integral to the agency in that, without thorough logistics planning, NSA may find it difficult to operate.

 There is a need to done some fundamental reforms in the national security agency to ensure that, national security is ensured, the liberty and safety of the states are guaranteed among other things. To provide high efficiency, effectiveness and high coordination of the agency, the agency should conduct some reforms (Serafino, 2010). For example, there is a need to establish one line of command to avoid the information dot which leads to attacks. Also, there is a need to create the oversight authority body which will oversee the conduct of the agency. There is also the essence of reducing the lengthy bureaucratic process which leads to delayed decision making which can be vital for the country security. The highlighted reforms have been discussed in details in the essay.
New Roles of Reformed NSA

Based on the executive order, the national security agency is supposed to collect information, retain that information and proceed to analyze it which will finally lead to the agency disseminating the foreign signals intelligence information. This authority applies that NSA can collect information outside the United States boundaries. There is a need to changes such so that NSA will be able to locate, communicate and receive data to a person located outside the country and that a person outside of the United States will be able to relate to the person in the United States. Such coordination would lead to elaborate security measures (Serafino, 2010). These measures will protect the country internal security as well as an internal threat when information is acted upon appropriately. The data collected outside the United States should be through the NSA agents working in foreign countries to coordinate foreign intelligence with the domestic team. The operations undertaken by the national security agency should be taken by the minimum procedures which are established by United States Secretary of the defense. To carry out the information collection and data analysis, there are specific methodologies to be used by the NSA regardless of certain collection sources or specific authority.

For example, the work approach to NSA should be to establish the intelligence measures which can help for instance to identify people belonging terrorist group. It will need to develop an extensive network and have a joint and shared command of control so that intelligence information is shared promptly with other security agencies such as the FBI and the CIA (Katzman, 2010). There must be metadata collected such that, its analysis will be essential to the national security services since it will help in understanding where to find the substantiated intelligence information which is fundamental for protecting the united states national security interests in an overly complex global environment. The reformed national security structure will allow for the agency to collect information as well as data by intercepting the telephone communication which includes the telephone data, the number of time a call was made as well as the duration of the called. With such capabilities, it will be easy for the national security agency to map the communication between the terrorists and their associates (Katzman, 2010). The strategy will be useful in the new sector reforms as a collection of the information will precisely focus on the targets which are essential to respond too in the specific foreign country. The changes will also give the national security agency power to collect information from foreign intelligence communication systems across the globe. Therefore, because of the fragility of the different sources of information, giving essential information beyond the classified information can only be damaging and threat to national security. However, all types of the data collected will undergo thorough oversight as well as the compliance processes which are internal to federal security agency as carried out by entities within the NSA over people who are accountable and responsible for the actual data collection.

The national security agency will have other leagues outside the United States which will compel national government in the foreign country to give information as required by the agency. However, there are various techniques which must be employed by the federal security agency is conducting any foreign intelligence mission. However, the agency must act appropriately and ensure that all critical information is collected (George & Rishikof, 2017). There is a need for NSA to work closely with the federal bureau of investigation as well as other security agencies across the united states, which means, the multi-task cooperation between the agency will close the gaps or instead connect the dots between the foreign-based actors as well as the united states domestic actors. The signal intelligence collection will be carried out in strict conformity with the requirements of the United States laws. This means NSA must be compliant and observe the legal requirements of the three branches of government in the United States.

Within the national security agency, I would institute or establish laws which will authorize the NSA to target none united states individuals and who are reasonably believed to have shifted and located to other areas outside the United States. However, the agencies can always collect information for persons in foreign countries but use the United States communication services providers (George & Rishikof, 2017). Even as the data is received, the national intelligence must protect the privacy and the liberty of its people. Requiring information from non- united states individual the director of national intelligence must authorize who have relocated to foreign countries. Such information collection will be collected through legal assistance of the relevant electronic communications services providers as required by the law.

There shall be an established legal structure framework which will enable the national security agency to have a legal partnership with many countries across the world. However, the agency cannot use the established relationship with other countries to demand actions from a foreign government unless it is prohibited to do so within the law. The enhanced legal partnership will be fundamental toward ensuring the security of the United States, as well as the allied nations, will be intact and that it has strong defense against the terrorists, the people who threaten individual or collective security of the countries, it means parties to the partnership will significantly benefit (Hayden, 2010). The United States through NSA will seek to establish more collaboration with troubled countries such as Syria, Afghanistan as well as Iraq to ensure that, organization intelligence signals of terror threats are sent in real time, data analyzed and actions taken appropriately. Such coordination and collaboration between the allies of the United States will help to neutralize the extremist threats cross the nations. Intelligence signal will be sent to the United States central security agency as well as to all other security agency for appropriate actions to be taken.

The national security agency will have the internal oversight as well as compliance framework which will assure that the agency activities as well as the people, the technology as well as its operations. It will be required that the national security agency should comply with the national procedures as well as policies. A work policy framework provides ways in which the NSA personnel will work to handle the internal as well as external duties of the agency (Hayden, 2010). The national security agency would also establish the position of the director of compliance. The function of the director of compliance would include monitoring the verifiable consistent with laws as well as the policies developed to protect United States citizens during the conduct of the national security agency. Also, the national security agency compliance is overseen by the federal security agency inspector general as well as other independent bodies. To make the agency is working by the established laws, the NSA personnel are supposed to report any incidences of to the relevant authorities. The highly structured reporting platform is to ensure that the very fabric culture of the agency will be maintained. In case the national security agency does not act by the set laws and regulations, the developed procedures and policies, such omissions should be reported to the internal and external oversight authority? (Schoultz, 2014).  Once the reporting is done, the agency oversight conducts a review to determine the cause of non-compliance as well as commence on making the necessary adjustment to ensure that there is improvement within the agency.  With such a high level of agency, control will provide the country is safe and free from internal and external threats

Conclusion

The national security agency plays a vital and integral role in ensuring the security of the American people as well as the security of the allied countries. However, the previous agency hierarchical leadership has made the agency not to be effective as it should be. For that reason, the essay has discussed various reforms which should be undertaken to ensure the security of the nation is guaranteed and that the liberty of the people is also guaranteed. When the identified changes are effectively implemented, there shall be high efficiency as well as effective in the entire operations of the national security agency.
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